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Winning the battle for mobile data security 

The miniaturisation of data storage and processing has facilitated major changes 
in business life, empowering employees to work almost anywhere. By Alan Calder 

Alongside the benefits, however, the ever-expanding technology behind the virtual 
office has unearthed a vast security minefield. 

If there is any doubt about an organisation’s information security standards, that 
organisation is probably falling far short of requirements. Responsible organisations 
will not only try to secure their data but will also prepare a ‘crisis’ policy for dealing 
with any major lapse or leak. Loss of personal or sensitive records is potentially a 
public relations disaster, and the fallout may seriously undermine future confidence 
in the organisation, leading to economic crisis. 

Computers and mobile telephony are now so deeply entrenched in the global 
business – and social – culture that we have to learn to live with the associated cyber 
threats, disciplining ourselves and our employees to adopt ‘safe’ practices and to 
respond appropriately when a problem arises. 

A first step for companies concerned about data security – and every company 
should be concerned about data security – is to impose strict rules and ensure 
employees understand and observe those rules at all times. With the ever-narrowing 
gap between computers and mobile phones, the goalposts for mobile security are 
constantly moving. 

Mobile phones are now as vulnerable as PCs, because of the advanced technology 
that has made them almost interchangeable with computers. The same criminal 
approaches we have seen used for many years on PCs can now plague handsets. 
Many of the threats come from email spam – typically with attachments unwittingly 
opened to release a virus or malware – but the easily-downloaded app brings extra 
dangers to the mobile computing world. A corrupt app, unleashed in a mobile 
phone, can compromise communications as well as data protection. The sensible 
data hygiene approach is to emulate security for the PC on the mobile phone. 
Visiting arbitrary websites and downloading unauthorised content can be as 
dangerous as leaving a laptop full of names and addresses on a commuter train. 

All policies and processes – however sensible and comprehensive – will have limited 
effect unless they have the full support of the entire staff, through a corporate 
culture that encourages security awareness and best practice. Proper training can 
turn employees into efficient ambassadors for data protection. 
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Users of mobile technologies should be trained to manage their devices with great 
responsibility. Vast amounts of data are super-portable and may easily fall into the 
wrong hands if a device is stolen or misplaced. Laptops and USB devices, for 
example, should be encrypted by default, because eventually personal data will 
become stored on a portable device. Without encryption, that data then becomes 
easy for a cyber criminal to access. The provenance of USB sticks should be checked 
too, as there have been reports of USB sticks entering the market with ready-
installed spyware. 

Information security should be a pressing concern for every business and public 
organisation. As mobile devices become more ubiquitous and powerful, the inherent 
threats to data security will increase. Expert and up-to-date advice, coupled with 
good fundamental security policies, should enable employers and employees alike to 
share the benefits of enhanced mobility with confidence. 
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